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• Version 4 of syslog-ng now available

• Fully backwards compatible in version 3 mode

• Runtime type information of name-value pairs in version 4 
mode
• From JSON and PatternDB parsers, rewrite rules
• Can be used for comparisons, type aware output

• Improved list (array) handling

• sudo 1.9.4 JSON logs help to understand

Syslog-ng 4 is now available



• Syslog-ng still stores data as text, but version 4 now 
stores JSON/PatternDB parsed type information along 
with name-value pairs

• You can also set type manually

• You can use those for numerical comparisons (1.0 is no 
anymore equal to 1.1)

• Some destinations and template functions (JSON) can 
emit logs with proper type information

What changed in type support?



@version:3.37

@include "scl.conf"

source s_sys { system(); internal();};

destination d_mesg { file("/var/log/messages"); };

log { source(s_sys); destination(d_mesg); };

filter f_sudo {program(sudo)};

destination d_test {

file("/var/log/sudo.json"

template("$(format-json --scope nv_pairs --scope dot_nv_pairs --rekey .* --shift 1 --exclude *journal* --exclude 
MESSAGE --scope rfc5424)\n\n"));

};

log {

source(s_sys);

filter(f_sudo);

destination(d_test);

};

Syslog-ng configuration for JSON sudo logs



• Mar 17 15:24:07 localhost sudo[35095]: 
@cee:{"sudo":{"accept":{"uuid":"9045212067-d7cb-4a8f-ab40-
32dc5b7c6f","server_time":{"seconds":1679063047,"nanoseconds":41586661
7,"iso8601":"20230317142407Z","localtime":"Mar 17 
15:24:07"},"submit_time":{"seconds":1679063047,"nanoseconds":39911692
0,"iso8601":"20230317142407Z","localtime":"Mar 17 
15:24:07"},"submituser":"czanik","command":"/usr/bin/ls","runuser":"root","
runcwd":"/home/czanik","ttyname":"/dev/pts/0","submithost":"localhost.local
domain","submitcwd":"/home/czanik","runuid":0,"columns":118,"lines":6
0,"runargv":["ls","/root/"],"runenv":["LANG=en_US.UTF-
8","HOSTNAME=localhost.localdomain","TERM=xterm-
256color","PATH=/home/czanik/.local/bin:/home/czanik/bin:/usr/l
ocal/bin:/usr/bin:/usr/local/sbin:/usr/sbin","MAIL=/var/mail/root"
,"LOGNAME=root","USER=root","HOME=/root","SHELL=/bin/bash","
SUDO_COMMAND=/usr/bin/ls 
/root/","SUDO_USER=czanik","SUDO_UID=1000","SUDO_GID=1000
"]}}}

Unparsed JSON sudo log



{"cee":{"sudo":{"accept":{"uuid":"9045212067-d7cb-4a8f-ab40-
32dc5b7c6f","ttyname":"/dev/pts/0","submituser":"czanik","submithost":"localh
ost.localdomain","submitcwd":"/home/czanik","submit_time":{"seconds":"1679
063047","nanoseconds":"399116920","localtime":"Mar 17 
15:24:07","iso8601":"20230317142407Z"},"server_time":{"seconds":"167906
3047","nanoseconds":"415866617","localtime":"Mar 17 
15:24:07","iso8601":"20230317142407Z"},"runuser":"root","runuid":"0","rune
nv":"LANG=en_US.UTF-
8,HOSTNAME=localhost.localdomain,TERM=xterm-
256color,PATH=/home/czanik/.local/bin:/home/czanik/bin:/usr/local
/bin:/usr/bin:/usr/local/sbin:/usr/sbin,MAIL=/var/mail/root,LOGNA
ME=root,USER=root,HOME=/root,SHELL=/bin/bash,\"SUDO_COMMAN
D=/usr/bin/ls 
/root/\",SUDO_USER=czanik,SUDO_UID=1000,SUDO_GID=1000","run
cwd":"/home/czanik","runargv":"ls,/root/","lines":"60","command":"/usr/bin/l
s","columns":"118"}}},"app":{"name":"cee"},"SOURCE":"s_sys","PROGRAM"
:"sudo","PRIORITY":"notice","PID":"35095","HOST_FROM":"localhost","HOST":"l
ocalhost","FACILITY":"authpriv","DATE":"Mar 17 15:24:07"}

Log parsed and recreated by syslog-ng 3.X



"runuser": "root",

"runuid": "0",

"runenv": "LANG=en_US.UTF-
8,HOSTNAME=localhost.localdomain,TERM=xterm-
256color,PATH=/home/czanik/.local/bin:/home/czanik/bin:/usr/local/bin:
/usr/bin:/usr/local/sbin:/usr/sbin,MAIL=/var/mail/root,LOGNAME=root,U
SER=root,HOME=/root,SHELL=/bin/bash,\"SUDO_COMMAND=/usr/bin/l
s /root/\",SUDO_USER=czanik,SUDO_UID=1000,SUDO_GID=1000",

"runcwd": "/home/czanik",

"runargv": "ls,/root/",

"lines": "60",

"command": "/usr/bin/ls",

"columns": "118"

Log parsed and recreated by syslog-ng 3.X



• [root@localhost syslog-ng]# syslog-ng -s -f sudo.conf

• [2023-03-17T15:50:53.583894] WARNING: Configuration file 
format is too old, syslog-ng is running in compatibility mode. 
Please update it to use the syslog-ng 4.1 format at your time of 
convenience. To upgrade the configuration, please review the 
warnings about incompatible changes printed by syslog-ng, and 
once completed change the @version header at the top of the 
configuration file; config-version='3.37'

• [2023-03-17T15:50:53.591649] WARNING: $(format-json) 
starts using type information associated with name-value pairs in 
syslog-ng 4.0. This can possibly cause fields in the formatted 
JSON document to change types if no explicit type hint is 
specified. This change will cause the type in the output document 
match the original type that was parsed using json-parser(), add 
--no-cast argument to $(format-json) to keep the old behavior;

Syntax check on update



{"cee":{"sudo":{"accept":{"uuid":"3d3e1f8c9b-d62e-4081-8fff-
bc71e80e29","ttyname":"/dev/pts/0","submituser":"czanik","submithost":"local
host.localdomain","submitcwd":"/home/czanik","submit_time":{"seconds":1679
063411,"nanoseconds":336097049,"localtime":"Mar 17 
15:30:11","iso8601":"20230317143011Z"},"server_time":{"seconds":1679063
413,"nanoseconds":696181185,"localtime":"Mar 17 
15:30:13","iso8601":"20230317143013Z"},"runuser":"root","runuid":0,"runen
v":["LANG=en_US.UTF-
8","HOSTNAME=localhost.localdomain","TERM=xterm-
256color","PATH=/home/czanik/.local/bin:/home/czanik/bin:/usr/lo
cal/bin:/usr/bin:/usr/local/sbin:/usr/sbin","MAIL=/var/mail/root","L
OGNAME=root","USER=root","HOME=/root","SHELL=/bin/bash","SUD
O_COMMAND=/usr/bin/ls 
/root/","SUDO_USER=czanik","SUDO_UID=1000","SUDO_GID=1000"]
,"runcwd":"/home/czanik","runargv":["ls","/root/"],"lines":60,"command":"/us
r/bin/ls","columns":118}}},"app":{"name":"cee"},"SOURCE":"s_sys","PROGR
AM":"sudo","PRIORITY":"notice","PID":"35167","HOST_FROM":"localhost","HOS
T":"localhost","FACILITY":"authpriv","DATE":"Mar 17 15:30:13"}

Log parsed and recreated by syslog-ng 4.X



"runuser": "root",

"runuid": 0,

"runenv": [

"LANG=en_US.UTF-8",

"HOSTNAME=localhost.localdomain",

[…],

"SUDO_USER=czanik",

"SUDO_UID=1000",

"SUDO_GID=1000"

],

"runcwd": "/home/czanik",

"runargv": [

"ls",

"/root/"

],

"lines": 60,

"command": "/usr/bin/ls",

"columns": 118

Log parsed and recreated by syslog-ng 4.X



• Only if you use PatternDB / JSON parsers (note: sudo
JSON logs)

• Some destinations might reject / unable to process 
typed data

• Your alerts / reports / dashboards might change

How type support affects you?



• Syslog-ng 4.0 release notes: 
https://github.com/syslog-ng/syslog-
ng/releases/tag/syslog-ng-4.0.0

• For Python support related changes: 
https://github.com/syslog-ng/syslog-
ng/tree/master/modules/python-modules

For more syslog-ng 4 info

https://github.com/syslog-ng/syslog-ng/releases/tag/syslog-ng-4.0.0
https://github.com/syslog-ng/syslog-ng/tree/master/modules/python-modules



