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Syslog-ng 101, part 12:
Elasticsearch (and
Opensearch, Zing,
Humio, etc.)

Peter Czanik
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History of Elasticsearch support

* Old: Java-based destination
« Cannot be included in distros

 New: wrapper around the http() destination
« Slack, Sumologic, Telegram, etc. are similar
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elasticsearch-http

destination d_elasticsearch_http {
elasticsearch-http(

index("syslog-ng")
type(™)
user("elastic")
password("Gr3CmhxxxxxxuCWB")
url("https://localhost:9200/_bulk")
template("$(format-json --scope rfc5424 --scope dot-nv-pairs
--rekey .* --shift 1 --scope nv-pairs
--exclude DATE @timestamp=${ISODATE})")
tls(peer-verify(no))
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GeolIP rewrite

rewrite r_geoip2 {
set(
"${geoip2.location.latitude},${geoip2.location.longitude}",
value( "geoip2.location2" ),
condition(not "${geoip2.location.latitude}" == "")
);
i

« New name-value pair for Kibana, if not empty
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Mapping

{
"mappings" : {
"properties” : {
"geoip2" : {
"properties” : {
"location2" : {
"type" : "geo_point"

« Lets Kibana know that name-value pair contains geographical coordinates
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Example 1/2

@version:3.37

@include "scl.conf"

source s_sys { system(); internal();};

destination d_mesg { file("/var/log/messages"); };

log { source(s_sys); destination(d_mesg); };

source s_tcp {
tep(ip("0.0.0.0") port("514"));
3

parser p_kv {kv-parser(prefix("kv.")); };
parser p_geoip2 { geoip2( "${kv.SRC}", prefix( "geoip2." ) database( "/usr/share/GeolP/GeolLite2-City.mmdb" ) ); };

rewrite r_geoip2 {
set(
"${geoip2.location.latitude},${geoip2.location.longitude}",
value( "geoip2.location2" ),
condition(not "${geoip2.location.latitude}" == "")
)i
by
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Example 2/2

destination d_elasticsearch_http {
elasticsearch-http(
index("syslog-ng")
type("")
user("elastic")
password("Gr3CmxxxxxuCWB")
url("https://localhost:9200/_bulk")
template("$(format-json --scope rfc5424 --scope dot-nv-pairs
--rekey .* --shift 1 --scope nv-pairs
--exclude DATE @timestamp=${ISODATE})")
tis(peer-verify(no))
)i
i
log {
source(s_sys);
source(s_tcp);
if (match("s_tcp" value("SOURCE"))) {
parser(p_kv);
parser(p_geoip2);
rewrite(r_geoip2);
3
destination(d_elasticsearch_http);

flags(flow-control);
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IP addresses on map using GeolIP and Kibana

elastic
= . Maps  Create Map settings  Inspect  Full screen

® O Q Filter your data using KQL syntax v Last15minutes (® Off C Refresh

() LAYERS @ =5
(] @ sysiogng* ©

B8 Basemap

‘N“‘ND Add layer

CANADA nowwAY o ®

S, Ao ¥
NITEDM ns? é

BELARUS
®

KAZAKHSTAN MONGOLIA

ﬂua
\2 ‘ Bu"“‘%‘ KYRGYZSTAN
%’ ﬁu‘e TURKEY TAJIKISTAN
TU@s SYRIA

® o
® C ® \orocco 1s@eL
@ ® ‘ ALGERIA

() UBYA  EGYPT
® wmexico CuBA

SAUDI
ARABIA @
MAURITANIA
NIGER MYANMAR
MALI

GUATEMALA ° SRJEGAL CHAD/" supan .vm'.mm

e ® GUINEA NIGERIA ETHIOPIA

LIBERIA
GUYANA AMER(

COLOMBIA S % L

KENYA
ECUADOR Al
EPUBLIC OF PAPUA NEW
PERU THE CONGO GUTNER

® i ANGOLA

BOLIVIA

J MOZAMBIQUE ®
PARAGUAY AUSTRALIA

®
( ]

ARGENTINA

Elastic Maps Service (7, OpenMap’ 2,0

(GNE IDENTITY




(ONE IDENTITY




